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The journey so far
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Who is making an impact?

Who
Who are we try;ng to Malware Organized Money 3rd-Party Competition/ Malicious » Careless
protect against? Authors Crime Mule Net Enablers Foreign Entities Insiders Activist Employee
Threat
Agents

Why 0 Political/Competitive Gain

is our
nisation a target derarounc aud credit card | | 1dentity i ;
L,n_l._r:nuun._l ‘ _ Fra : Credit Card \ ‘ Identity [ Hacktivists/ ][Revenge ][ Cyber ][ Commercial/ ]

of focus? Theft Theft Cyber Activism Terrorism || Corporate Espionage

How
How will these tools . . .

; Spear Phishing/ Advanced Persistent ) Spyware/ || Man-in-the-
and techmqut.as be [ Phishing Threat (APT) Hacking Malware DDoS Botnet Virus middle
deployed against us?

What

What assets are of

interest to the Customer | Personal Identity ([ Strategic& || Intellectual . Critical || Networks & Critical
. ; : Applications

attacker, based on Data Information Financial Data Property Systems Infrastructure

their motives?

Impact
ggzzgzeegzzsriiﬂtmg Data Loss of || Unauthorised Copyright Unavailable Data Damage Lawsuits/ Increased
Loss || Revenue Access Infringement Systems Destruction || to Brand || Restitution Costs|| Operational Costs

impact of the attack?

Techniques

Targets

Consequences

© 2017. For information, contact Deloitte Touche Tohmatsu Limited. Deloitte Cyber Risk - I.T Managers Meeting 4



The New Zealand landscape

Elaborate scam hits New Zealand's building
industry

BLAI OR

Buil ding
was hacked and customers
were sent faked invoices
and emails with new
instructions to pay. Nearly
$200,000 lost by several
firms.

Police are investigating an elaborate scam affecting building companies.

Con artists have hacked the emails of builders and sent fake invoices to their clier Health board hit by CYberattaCk

into handing over tens of thousands of dollars.

IT Security Technology
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Whanganui District Health Board has been hit by a cyberattack - though it says pati

Photo / NZME

Whanganui District Health Board has been targeted by hackers wh¢
computers with a "ransomware" attack.
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Auckland Airport accounts clerk pleads
guilty to fraud charges
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An employee of Auckland

airport manipulated an

__internal system so that
company payments went to
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her accounts.

nal Airport told the share marke:
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International Airport accounts clerk has pleaded guilty to fraud involving about $1.8 million

The IT systems at the DHB had their files
encrypted by malware. The DHB had to turn
off systems to contain the malware and then
restore from a previous backup.
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Cyber Security Mitigations
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Spread the spend

Traditionally, the focus has been on being secure. However, the evolving cyber threat
landscape may necessitate a shift to a more dynamic approach and well -rounded
cybersecurity capability.

Vigilant Resilient

Secure: Enhance risk prioritised controls to protect against known emerging threats,
comply with industry cybersecurity standards and regulations.

Vigilant : Detect violations and anomalies through better situational awareness across the
environment.

Resilient: Establish the ability to quickly return to normal operations and repair damage to
the business.
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Focus on what matters
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Know your friends
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Crash your own gates
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