
Headline Verdana Bold
Cyber Risk as an Enabler for Digital Innovation
ALGIM Annual Conference
Crispin Deans ïNovember 2018



Deloitte Cyber Risk - I.T Managers Meeting© 2016. For information, contact Deloitte Touche Tohmatsu Limited. 2

Cyber Security and Risk
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The journey so far
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Who is making an impact?



Deloitte Cyber Risk - I.T Managers Meeting© 2017. For information, contact Deloitte Touche Tohmatsu Limited. 5

The New Zealand landscape

External Risks

Building companiesô email 
was hacked and customers 
were sent faked invoices 
and emails with new 
instructions to pay. Nearly 
$200,000 lost by several 
firms.

Internal Risks

An employee of Auckland 
airport manipulated an 
internal system so that 
company payments went to 
her accounts.

Ransomware

The IT systems at the DHB had their files 
encrypted by malware. The DHB had to turn 
off systems to contain the malware and then 
restore from a previous backup.
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Cyber Security Mitigations
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Spread the spend

Traditionally, the focus has been on being secure. However, the evolving cyber threat 
landscape may necessitate a shift to a more dynamic approach and well - rounded 
cybersecurity capability.

Secure: Enhance risk prioritised controls to protect against known emerging threats,   

comply with industry cybersecurity standards and regulations.

Vigilant :  Detect violations and anomalies through better situational awareness across the 

environment.

Resilient: Establish the ability to quickly return to normal operations and repair damage to 

the business.
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Focus on what matters
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Know your friends
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Crash your own gates


